Cyber Security

Study Guide

Cables

CHAP

Checksum

DCHP

DES Encryption
DMZ

DNS

Firewalls

Hash Functions
HIPPA

Honey Pot Server
IDEA

IP Address Classifications
IPsec Mode

Linux

MAC

Malware

Media Types

Net Stumbler

OSI Model

PAT

Port Designation

Port Numbers

Privacy Setting
Proximity card vs. Smart
card

Public Key Algorithm

S/mime

Smart Card

Sniffing

Social Engineering
Defensive Strategy
SSID

SSLA

Stages of Assessments
Trojan Horses

Types of Algorithms
Types of Attacks

Types of Backups
Types of Encryption
Types of IDS

Types of Packets

Types of Ports

Types of Scanners
Types of Wireless Networks
Unauthorized Access
Unix

Virus vs. Worms vs. Trojans
vs. Malware

VPN

VPN Tunnel Protocol
WEP vs. WAP vs. Wset



